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SEAKEY Quarterly Progress Report for the Period 26 April 2014 — 25 July 2014

Section A. Project Schedule

The Year 1 timeline below identifies SeaKey tasks, their duration, task milestones,
kickoff meeting, tentative program review meeting, and progress report due dates.
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Section B. Technical Progress
SUMMARY

In this report we summarize the technical progress accomplished during the second
guarter of work of the SeaKey program encompassing the first half year of work on the
program. We describe our information theoretic work to define the performance bounds
of QKD systems operating under ideal scenarios, and how those bounds guide our path
forward for link design. We also describe our progress quantifying the non-idealities
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that will be encountered in a free-space optical (FSO) link operating in a marine
environment.

INTRODUCTION

Our work, to date, has spanned two major efforts: (1) continuing to determine the non-
idealities that will be encountered operating an optical communications link in a free-
space channel through a marine environment (such as loss, noise and turbulence) and
(2) parametrically calculating the secret key rate that can be expected.

RESULTS AND DISCUSSION

Nonidealities in the marine environment:

Our team has looked at various atmospheric nonidealities, including the effects of (1)
atmospheric absorption, (2) aerosols, (3) water vapor, (4) turbulence-induced amplitude
and phase fluctuations, on loss, and that of the blackbody and sky radiance on detector
background counts. We also examined the effects of detection nonidealities, such as
detection inefficiency and dark clicks. The main objective was to zero in on a few
candidate windows of operation.

The investigation of atmospheric nonidealities was done by RVS, using MODTRAN. A
few different environments (mid-latitude summer, tropical) and ranges from 1-10 km
were considered.

Midlatitude Summer

=—Tkm

——1km

Wavelength (um)

Fig. 1: Atmospheric transmission in a midlatitude summer environment, in the presence of no aerosol
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Fig. 2: Atmospheric transmission in a tropical environment, in the presence of no aerosol

As can be seen from figures 3 and 4, there is a net decrease of atmospheric
transmission when one considers the effect of aerosol absorption and water vapor
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Figure 3: Marine atmospheric transmission data in the presence of aerosol for a range of 7 km, and a few

candidate visibilities (10 km, 23 km and 50 km).
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Midlatitude Summer, 7 km pathlength
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Figure 4: Atmospheric transmission over a 7 km pathlength, in the presence of water vapor and aerosol
absorption.

Looking at the trade-off between blackbody radiance, sky radiance and atmospheric
transmission, the three candidate wavelengths we identified are 1.5 ym, 2.2 ym and
4um (see figure 5). Of 2.2 ym and 4 ym, former has worse (higher) loss, but better
(lower) noise. Even though quantum cascade lasers operate in the deep infrared, a
potential roadblock in operation above 4 um is the lack of availability of low-noise, high-
efficiency single-photon detectors.
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Figure 5: Wavelength dependence of sky radiance, blackbody radiance, aerosol and air transmission.
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For blackbody and sky radiance, we estimated the following dependence of detector
background counts on wavelength, assuming that the receiver aperture has 10 cm
radius, 5 arc seconds field of view and 1 pm spectral filter width.

Wavelength Blackbody Sky radiance Background Background
radiance Wm?2srt pm™) counts/sec counts/sefz due
W m2 st m'l) dueto to sky radiance

H blackbody
radiance

1550 nm 0.000000566 15 6.4E-05 169.6

2200 nm 0.000839 0.2 0.2 32.3

4000 nm 0.7373 0.009 215.1 2.6

Parametric calculations of the expected secret key rate

As can be seen in Figure 6, the secret key rate of the BB84 protocol in the presence of
these nonidealities is very similar across the wavelength ranges of interest.

Noise parameters: as shown
8 earlier at the resp. wavelengths ry =1, = 10 ¢cm
10 C2 =101
T, = 5ns
2] P
~ solid: 1.55um A -
2 dashed: 2.2um =09 B=1"
2 46| dash-dotted: 4pm na =09 . Nd = 0.9
=107 0=, v ={0.99
) vel = 1079 A7 L6
£ Note: To be fair to PAT el - Ng =10
= capability, one should give CV Gaussian DV
= a diffraction-limited higher BB&4-decoy
= 4| aperture size to higher A
E 1 0 [ 7 km performance points include losses from 1
5 absorption, marine aerosols, and water vapor.
U% Better transmission at higher wavelengths
almost compensate for worse modal
transmittance in turbulence ‘\
2 1
10 5 ; i 1 : A »
10 10 10
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Figure 6: Secret key rate of the DV BB84-decoy and CV Gaussian modulation protocols as a function of
wavelength .
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Figure 7 shows an analysis of how secret key rate for different protocols (such as CV-BPSK, DV-BB84

and the like) scales with loss.
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Figure 7: Key rate vs loss
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We have identified a rate upper-bound, Ryg = log[(1+n)/(1-n)] bits/mode, which defines
the maximum rate at which secret-key generation (QKD), entanglement generation and
guantum communication (each with reverse public classical channel) channels can
operate. This rate upper bound applies to all protocols, including high-dimensional QKD.
As can be seen from Figure 7, BB84 is already very close to the upper bound. If the
detector is bandwidth-limited, high-dimensional coding could be beneficial. But

otherwise, decoy-state BB84 might suffice.

Figure 8 shows the performance of QKD protocols vs direct secure communication
protocols. The direct-secure communication protocol achieves optimum scaling.
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Figure 8: QKD vs direct secure communication
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Figure 9 shows the effect of various detriments on the secret-kay rate, for laser-decoy

BB84.
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Figure 9: Effects of detriments on secret-key rate
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We also examined the performance of a single-mode Gaussian beam in a turbulent
channel (Figure 10), in order to estimate the secret key rate of the CV Gaussian
Modulation and decoy-state BB84 protocols in the presence of turbulence (Figure 11).
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Figure 10: Mean transmittance of a focused Gaussian beam in a turbulent channel
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Figure 11: Secret key rates of the CV Gaussian modulation and DV BB84 decoy-state protocols in the

presence of turbulence

Section C. Problem Areas — Identification

There are no anticipated problems or issues to report at this time.
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Section D. SEAKEY Financial Update

Financial Chart reflecting Year 1:

500
450
400
350
300
250
200
150
100
50
0

Contract Value (K’s)

LRI ICE

10| Page

= ==Contract Value

$20! A Funded Value
] S B = 4= =Budget
: Actuals
AP
- =ETC
A
e

N\

7 4 \f
?}\9 AN

A/

0’
@
Q

3’5\

Approved for public release; distribution is unlimited.

©2014 Raytheon BBN Technologies




